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ABSTRACT
The increase in mobile device usage today has also brought security threats to Android devices. Ensuring the security of Android 
devices is crucial for protecting user data. Numerous studies have been conducted that encompass both traditional and AI-based 
methods to secure Android devices. This study aims to enrich the literature by evaluating and comparing the performance of 
three transfer learning models (ResNet50, DenseNet201, and VGG16) on a hybrid dataset adapted with specific parameters. The 
dataset obtained from AndroZoo and Drebin classifies the data as benign and malicious for effective malware detection. This 
research used grayscale images from the dataset to train the aforementioned transfer learning models. The results show that 
transfer learning models can be successfully used in malware detection. It has been observed that the VGG16 model achieved 
the best performance in malware detection with an accuracy of 97.24%, a precision of 97.26%, a recall of 97.24%, and an Auc 
value of 99.33%. These findings may also provide valuable contributions to developing mobile security applications.
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INTRODUCTION
The rapid increase in internet-connected devices has made 
cybersecurity increasingly crucial for protecting digital 
assets from cyberattacks. Over time, the number of devices 
connected to the Internet has increased significantly and has 
affected various industries. Organizations and critical sectors 
equipped with technologies such as the Internet of Things 
(IoT), healthcare and medical devices, and Internet banking 
have found broader access opportunities through the Internet. 
In addition, a wide range of users, such as educational 
institutions, businesses, and banking, benefit from the 
services offered over the Internet (Kumar and Panda, 2023; 
Almomani et al., 2022).

Due to its openness and popularity, the Android operating 
system is the primary target for attacks on smartphones, 
accounting for approximately 98.5% of such attacks, with 
malware being the primary vector. The most worrying thing 
is that users access Internet services without understanding 
the impact of cyber threats on the Internet (Kumar and 
Panda, 2023; Almomani et al., 2022). The services provided 
by the Internet affect our daily lives. As cyber threats evolve, 
the situation may become dangerous or even life-threatening 
(Kumar and Panda, 2023). By 2023, about 5.44 billion users 
have had access to the Internet. Statistics show that the Internet 
will continue to transform people’s daily lives by providing 
services that are easily accessible. In 2021, more than half of 
the people in the world, about 5 billion people, had access to 
the Internet (Kumar and Panda, 2023).

Static and dynamic analysis methods are generally used to 
detect Android malware. Static analysis examines the source 
code of malware without running it (Almomani et al., 2022), 
and while cost-effective, it can be insufficient to identify zero-
day attacks and obfuscated malware (Almomani et al., 2022; 
Ban et al., 2022). Dynamic analysis observes the real-time 
malware behaviors in isolated virtual machines; however, 
this method may have limitations as the malware can alter its 
behavior in response (Almomani et al., 2022).  

Using traditional machine learning methods, the researchers 
combined static and dynamic analysis features used in 
malware detection to aim for higher accuracy values. However, 
these methods are time-consuming and complex, often 
requiring manual feature selection (Ban et al., 2022). Deep 
learning methods have demonstrated superior accuracy in 
malware detection by eliminating the need for manual feature 
selection. These methods leverage various features, including 
API calls and permissions, to effectively identify malicious 
software (Ban et al., 2022). 

In recent years, deep learning methods have increasingly 
been used in malware detection. Image-based models have 
often been preferred because they achieve high accuracy 
in malware detection. These models allow us to study the 
behavior of malware in the file structure (Kumar and Panda, 
2023; Almomani et al., 2022; Ban et al., 2022; Zou et al., 
2022). The primary problems addressed in this study are the 
increasing threat level of Android malware, the inadequacies 
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of existing detection methods, and the lack of frequent joint 
usage of datasets in the literature. This study aims to apply 
three different transfer learning methods to a hybrid dataset 
constructed with specific parameters. The rationale behind 
employing a hybrid dataset is to create a unique and distinct 
dataset. The limited use of hybrid datasets is highlighted as an 
advantage in the literature, as it allows for creating a unique 
dataset. Additionally, merging multiple datasets is considered 
a factor that reduces overfitting. Another significant advantage 
is that, even if one dataset contains corrupted or missing 
data, the hybrid dataset mitigates such issues, ensuring data 
integrity.

Six thousand data were used from the Androzoo dataset. In 
addition, 5100 data were planned to be used from the Drebin 
dataset. However, 42 data were lost due to errors in the creation 
of the Drebin dataset. A total of 11058 data were obtained. 
Malware detection was performed on three different transfer 
learning models using grayscale images from the hybrid 
dataset. The results of these models were compared with 
similar studies in the literature, and it was determined which 
model worked best on this new dataset. 

The main contributions of this study are as follows:

•	 Use of a hybrid dataset: By leveraging the advantages 
of hybrid datasets rarely utilized in the literature, a 
balanced and unique dataset was created by combining 
the Androzoo and Drebin datasets. This approach offers 
benefits such as preventing data loss and reducing the risk 
of overfitting.

•	 Utilization of grayscale images: Grayscale images were 
used for Android malware detection, and this method 
enabled the evaluation of the performance of different 
transfer learning models. By converting the images into 
pixel matrices, the behavioral patterns of malware were 
effectively analyzed.

•	 Comparison of three transfer learning models: Widely 
used transfer learning models, including ResNet50, 
DenseNet201, and VGG16, were compared on the same 
dataset, and their impact on Android malware detection 
was investigated. This comparison revealed which model 
achieved higher accuracy.

•	 Malware detection using static analysis methods: 
The study focused on malware detection through static 
analysis methods and demonstrated that these methods 
achieve high accuracy rates.

METHODS
Androzoo is a dataset that works on mobile devices with 
the Android operating system. This dataset was created so 
that applications can be analyzed. It is also frequently used 
in mobile security research. Androzoo contains a huge 
number of Android app examples. In this way, it is beneficial 
to researchers. Samples on Androzoo have been obtained in 
various ways from the Google Play Store and other sources. 
The dataset contains many unique features. In this way, they 
have made great contributions to mobile security analysis 
(Allix et al., 2016). In the AndroZoo dataset, filtering was 
applied to select APK files that meet specific criteria for 
analysis. APK files with a VirusTotal detection rate of 10 or 
more were considered for the malicious dataset.

Additionally, the analysis focused exclusively on APKs 
smaller than 2 MB, targeting less complex and smaller-sized 
files. Lastly, APKs sourced from the Google Play Store were 
selected, limiting the scope to applications from this specific 
marketplace. For the benign dataset, APKs with a VirusTotal 
detection rate of zero were utilized. Similarly, APKs smaller 
than 2 MB and obtained from the Google Play Store were 
chosen to ensure security and consistency.

Drebin was developed to detect Android malware. Performs 
analysis using static analysis methods. It is not necessary 
to run Android applications while using Drebin. Drebin 
makes classifications based on application characteristics. 
In this way, threats are detected, and reports are generated. 
Drebin is used in areas such as malware detection and 
security analysis (Arp et al., 2014). The APK files included 
in the dataset predominantly represent malicious software 
and are categorized based on specific behavioral traits. The 
APKs were collected from both official sources and third-
party application stores. The files in the dataset are generally 
smaller than 10 MB, enabling fast and efficient analysis. The 
APKs were labeled as either malicious or benign using tools 
like VirusTotal and analyzed based on their behaviors.

A total of 11058 data obtained from Drebin and Androzoo 
datasets were used in this study. This dataset is divided into 
5529 benign APKs and approximately 5529 malignant APKs. 
APKs created for benign and malignant were obtained from 
both Drebin and Androzoo datasets. The large number 
of samples in the data set made the study more efficient. 
Two different classes were used in the data set: benign and 
malignant. 70% of the dataset was used for training, 20% for 
testing, and 10% for validation.

The datasets used in this study, Androzoo, and Drebin, 
comprise approximately 5,529 benign and 5,529 malware 
samples, making it a balanced dataset. The 11,058 APK files 
that were obtained were converted into Classes.dex files. From 
the converted files, the classes.dex file was further transformed 
to obtain byte files. These byte files were converted into pixel 
matrices ranging between 0-255. This process was applied 
to transform the image data into pixels. Finally, these pixel 
matrices were used to obtain grayscale images. Thus, the data 
obtained from the APK files were converted into grayscale data 
to be used for Android malware detection. The dimensions of 
the grayscale images are set to 255*255.

In this study, the TensorFlow library, commonly used 
in deep learning, was utilized. Data augmentation was 
performed using the ImageGenerator function in TensorFlow. 
ImageGenerator does not physically augment the dataset. Data 
augmentation was applied to the training dataset, which was 
split by 70%. Diversifying image data helped the model learn 
more generalized features. Transformations such as flipping, 
rotating, and zooming images allowed the model to learn 
from different perspectives. Additionally, data augmentation 
increased the diversity of the training dataset, reducing the 
risk of overfitting. Finally, results were obtained by training 
with three different transfer learning models. These trained 
models were compared.

Figure 1 shows the overall architecture of the model used in 
this study.

Transfer learning is the process of applying the experiences 
obtained by a trained model to a new problem. Here, three 
different transfer learning methods are examined.
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Figure 1. Architecture of the model used

ResNet50 is a convolutional neural network (CNN) model 
developed by Microsoft Research. This transfer learning 
model uses an approach known as “skip connection” (Kumar 
and Panda, 2023). This model consists of 50 layers. These 
layer blocks include convolutional layers and ReLU activation 
functions (Mukti and Biswas, 2019). The “skip connection” 
structure allows the flow of information to switch between 
layers. Resnet50 is frequently used in tasks such as object 
recognition and classification. (Mukti and Biswas, 2019; 
Abdulazeez et al., 2024). ResNet50 is a pre-trained CNN model 
that incorporates a 50-layer deep architecture with residual 
connections. The final layers of the model were adapted to 
address the classification problem in this study, generating 
outputs for two classes: benign and malware. The output layer 
consists of two fully connected layers followed by a softmax 
activation function. To mitigate overfitting, dropout rates of 
0.25 and 0.5 were applied, respectively.

The Adam optimization algorithm was utilized during 
training. The Adam optimizer adjusts momentum and 
adaptive learning rates with beta values set to 0.9 and 0.99, 
respectively. The weight decay value was set to 0.01 to regularize 
the model’s parameters. The model loss was calculated using 
the cross entropy loss function.

The batch size during training was set to 64. The learning 
rate was defined as 0.001, as recommended by FastAI, and a 
one-cycle learning rate scheduling strategy was adopted. This 
approach allows for an efficient and dynamic adjustment of 
the learning rate throughout the training process, improving 
convergence and generalization. The model was trained for 50 
epochs.

DenseNet201 is a convolutional neural network model. This 
model contains 201 layers. It uses the output of each layer 
as an input to all the layers after it. In this way, it ensures 
efficiency (Pramesti et al., 2023). This structure facilitates 
deep learning by improving the flow of information. It also 
allows the model to represent the feature map with a small 
number of parameters. These features enable DenseNet201 to 
achieve high accuracy rates in training deep networks (Altaf 
et al., 2023). The final layers of the DenseNet201 model were 
restructured to suit the classification problem addressed in 
this study. The model was tailored for two classes (benign 
and malware), with the output layer comprising two fully 
connected layers followed by a softmax activation function. 
To prevent overfitting, dropout rates of 0.25 and 0.5 were 
applied sequentially.

The Adam optimization algorithm was employed during 
training, which adjusts momentum and adaptive learning 
rates with beta values set to 0.9 and 0.99. The model loss 

was calculated using the Cross-Entropy Loss function to 
minimize the discrepancy between the classes. The batch size 
used during the training process was set to 64.

The initial learning rate was defined as 0.001. The 
ReduceLROnPlateau method was utilized to adjust the 
learning rate dynamically. This method reduces the learning 
rate by a factor of 0.2 if the accuracy metric does not improve 
for five consecutive epochs. The model was trained for a total 
of 50 epochs.

The VGG16 model is a 16-layer convolutional neural network. 
These layers consist of 13 convolutional and three fully 
connected layers. Convolutional layers learn features from 
images using 3x3 filters. Max pooling layers, on the other 
hand, reduce the size of feature maps, reducing computational 
cost. The model classifies through fully connected layers 
using flattened feature maps. In addition, thanks to the ReLU 
activation functions, learning efficiency increases (Kumar 
and Panda, 2023). VGG16 with batch normalization is a pre-
trained CNN model that enhances stability during training. 
The final layers of the model were restructured to address the 
binary classification problem between benign and malware 
classes. The output layer consists of two fully connected 
layers and a softmax activation function, which generates 
probabilities for the two target classes.

The Adam optimization algorithm was utilized for model 
optimization, effectively handling momentum and adaptive 
learning rate adjustments. The beta values for optimization 
were set to 0.9 and 0.99. To regularize the model, the weight 
decay parameter was set to 1e-3 (0.001). The model loss was 
computed using the cross-entropy loss function, which is 
suitable for minimizing the discrepancy between the predicted 
and actual class labels in classification tasks.

During training, a batch size of 64 was chosen to balance 
computational efficiency and convergence performance. The 
learning rate was initialized with the min_grad_lr parameter, 
which was calculated during the learning rate finder step. This 
method ensures an optimal starting learning rate for training. 
Dynamic learning rate adjustments were implemented using 
the ReduceLROnPlateau method, which reduces the learning 
rate by a factor of 0.2 when the accuracy metric fails to 
improve.

The model was trained for a total of 50 epochs using a one-
cycle learning policy, facilitating efficient training and 
convergence.

RESULTS
The experiment was conducted on a server with an Intel® 
12700K CPU running at 2.40 GHz, an NVIDIA GeForce 
RTX 3070 Ti GPU, and 64 GB of RAM. Jupyter Notebook 
was used as part of the Python code editor for development. 
Several commonly used Python packages, such as vision and 
callbacks, were used to process large data volumes. Fastai 
libraries were employed for deep-learning image processing. 
The graphical representation of performance metrics was 
done using visualization tools like Matplotlib and Seaborn.

Accuracy is the ratio of the samples that the model correctly 
predicted to the total number of predicted samples. Recall is 
the ratio of the number of samples that the model correctly 
identifies as positive to the total number of true positive 
samples. Precision is the ratio of the model’s true positive 
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predictions to its total positive predictions (Kumar and 
Panda, 2023).

•	 TP (true positive): True positives are examples that are 
correctly identified as malware (Kumar and Panda, 2023).

•	 TN (true negative): True negatives are examples that 
are correctly identified as harmless (Kumar and Panda, 
2023).

•	 FP (false positive): False positives are examples defined 
as malware even though they are harmless (Kumar and 
Panda, 2023).

•	 FN (false negative): False negatives are examples defined 
as harmless even though they are malware (Kumar and 
Panda, 2023).

Accuracy= 			              (1)

Recall= 					                (2)

Precision= 				               (3)

Image-based detection is a method in computer security that 
analyzes visual content to detect malware or security threats. 
This approach focuses on application icons, interface elements, 
screenshots, and other visual components to identify potential 
risks (Zou et al., 2022).

The accuracy graph of the ResNet50 model is shown in Figure 
2.

Figure 2. Accuracy graph of the ResNet50 model

Figure 2 illustrates that as iterations on the training set 
progress, there is an initial sharp increase, indicating that 
the model enters a rapid learning phase. After approximately 
3000 iterations, the accuracy rate stabilizes at a high level. This 
demonstrates the effectiveness of the model’s overall learning 
capacity and the success of the training process.

The confusion matrix values of the ResNet50 model are shown 
in Figure 3.

Figure 3 shows that the model detects malicious and benign 
software with generally high accuracy; it makes 1090 true 
positive and 1025 true negative predictions, with only a small 
number of false positives (66) and false negatives (30).

The accuracy graph of the DenseNet201 model is shown in 
Figure 4.

Figure 3. Confusion matrix values of the ResNet50 model

Figure 4. Accuracy graph of the DenseNet201 model

Figure 4 reflects an effective learning process with a rapidly 
increasing accuracy rate at the beginning of the training, 
demonstrating stable performance with approximately 95% 
accuracy after 3000 iterations.

The confusion matrix values of the DenseNet201 model are 
shown in Figure 5.

Figure 5. Confusion matrix values of the DenseNet201 model

Figure 5 shows that the model distinguishes between malicious 
and benign software with generally high accuracy. The model 
made 1085 true positive and 1034 true negative predictions, 
with only 64 false positive and 28 false negative errors. These 
results demonstrate that the model can effectively recognize 
malicious and benign software.
The accuracy graph of the VGG16 model is shown in Figure 6.
Figure 6 shows that during the training process, the model 
initially exhibits rapid improvement, surpassing 90% 
accuracy, and achieves values between 96% and 98% after 
approximately 4000 iterations. This indicates that the model 
reaches high performance relatively early and maintains this 
performance throughout the training, highlighting its stable 
and reliable learning dynamics.
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Figure 6. Accuracy graph of the VGG16 model

The confusion matrix values of the VGG16 model are shown 
in Figure 7.

Figure 7. Confusion matrix values of the VGG16 model

Figure 7 demonstrates that the model is highly effective in 
distinguishing between malicious and benign software. The 
model successfully classified malicious software with 1082 
true positive predictions and benign software with 1068 true 
negative predictions, making only 43 false positive and 18 
false negative errors. These results indicate that the model can 
detect malicious and benign software with high accuracy and 
perform reliably in these tasks.

Table 1 presents the performance results of three deep-learning 
models for Android malware detection. The ResNet50 model 
shows balanced performance with 95.65% accuracy, 95.72% 
precision, and 95.63% recall, while its Auroc value of 98.69% 
indicates high success. DenseNet201 delivers similar results 
to ResNet50 with 95.83% accuracy and 95.89% precision, 
demonstrating high sensitivity in detecting malware with 
95.82% recall and a remarkable ability to handle misleading 

examples with a 98.98% Auroc value. The VGG16 model 
offers more precise results than the other two models, with 
97.24% accuracy and 97.26% precision, effectively detecting 
malware with a 97.24% recall and exhibiting exceptionally 
high classification performance with a 99.33% Auroc value. 
Each model possesses strong predictive capabilities despite 
deceptive or challenging examples, demonstrating their 
proficiency in Android malware detection.

Table 1. Overall results of the trained models

Evaluation metrics

Trained models Accuracy (%) Precision (%) Recall (%) AUC (%)

Resnet50 95.65 95.72 95.63 98.69

DenseNet201 95.83 95.89 95.82 98.98

VGG16 97.24 97.26 97.24 99.33
AUC: Area under curve, ResNet50, DenseNet201, and VGG16: Three transfer learning models

Table 2 presents various studies in Android malware 
detection, comparing the models used, datasets, analysis 
methods, and the accuracy rates achieved. The MSAE and 
SHLMD models used static analysis with the MUDFLOW 
and VirusShare datasets to achieve 94.46% accuracy (Zhu et 
al., 2022). In comparison, the MADRF-CNN model achieved 
96.9% accuracy using the Google Play Store and VirusShare 
datasets (Zhu et al., 2023). A group of transfer learning models 
reached an accuracy rate of 95.83% using static analysis on the 
CICInvesAndMal20 dataset (Ksibi et al., 2024). The Bi-LSTM 
model achieved an accuracy of 94.12% using dynamic analysis 
on the KISA-data challenge 2019-Malware dataset (Jeon et al., 
2022). The GuardDroid model achieved an accuracy of 91.74% 
using both dynamic and static analysis on the MUDFLOW 
dataset (Vasu et al., 2023).

Limitations
In this study, the VGG16 model achieved 97.24% accuracy 
with static analysis on the Androzoo and Drebin datasets, 
while the DenseNet201 and ResNet50 models reached 95.83% 
and 95.65%, respectively. Each of these studies highlights the 
interaction of different datasets and analysis methods for 
malware detection, emphasizing the diversity of the field. This 
comparative table is a valuable resource for evaluating the 
advantages and limitations of different approaches.

CONCLUSION
This research examines deep learning-based models as 
effective tools for combating malware threats on the Android 
platform. With the increasing accessibility of the Internet and 

Table 2. Comparison of related works

Compared features

Studies Models Datasets Method Accuracy (%)

Zhu et al., 2022. MSAE, SHLMD MUDFLOW, VirusShare Static 94.46

Zhu et al., 2023. MADRF-CNN Google Play Store and VirusShare Static 96.9

Ksibi et al., 2024. DenseNet169, Xception, InceptionV3, ResNet50 and VGG16 CICInvesandMal2019 Static 95.83

Jeon et al., 2022. Bi-LSTM KISA-data challenge 2019-Malware Static dynamic 94.12

Vasu et al., 2023. GuardDroid MUDFLOW Dynamic static 91.74

This study

VGG16 Androzoo and Drebin Static 97.24

DenseNet201 Androzoo and Drebin Static 95.83

Resnet50 Androzoo and Drebin Static 95.65
MSAE: Mean squared approximation error, ResNet50, DenseNet201, and VGG16: Three transfer learning models, Bi-LSTM: Bidirectional long short-term memory
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the integration of various functionalities, mobile devices have 
become attractive targets for cybercriminals. In this context, 
deep learning models such as ResNet50, DenseNet201, and 
VGG16 were evaluated through static analysis using the 
AndroZoo and Drebin datasets. Transfer learning models 
demonstrated high accuracy, precision, and recall rates, 
proving their effectiveness in identifying such threats. Notably, 
the VGG16 model outperformed others with an accuracy of 
97.24% and an AUC score of 99.33%, highlighting its superior 
performance in classifying malware and distinguishing 
deceptive samples. This study achieved better results than 
previous works and partially addressed the challenge of 
hybrid datasets, which have been underrepresented in the 
literature. In conclusion, this study underscores the potential 
of deep learning models for Android malware detection and 
reveals how different datasets can lead to varying outcomes. 
Additionally, the strengths and limitations of existing 
methodologies were highlighted by evaluating the proposed 
models within a comparative framework against other studies 
in the literature. Future research should focus on enhancing 
these models’ performance by incorporating more datasets and 
advanced analytical methods. Hybrid models should also be 
utilized alongside hybrid datasets. Specifically, a combination 
of transfer learning methods, machine learning algorithms, 
and attention mechanisms can facilitate the development of 
diverse hybrid models. Furthermore, in addition to image 
processing, audio-based analyses should also be explored. 
Such advancements will strengthen Android security 
solutions, ultimately aiding end-users and organizations in 
mitigating malware threats.
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